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INVASION OF TECHNOLOGY ON PEOPLE'S PRIVACY
	Technology refers to the use of scientific knowledge and skills for practical industrial purposes. This is the original meaning of the term technology, although nowadays it refers to the use of technological devices interconnected through a digital online platform using technological devices. With the introduction of the internet and its transformations and advancements over time, computers have become part and parcel of human life. From processing and manufacturing to business management and lifestyle, computers have invaded their way into everything. The most current is the use of Artificial Intelligence with the concept of the Internet of Things in the development of smart devices that are operated remotely by people from anywhere. Although technology has made human life experiences easy, fast, and sustainable, it has also impacted negatively the life of many who cannot access it, or much even worse those who have the ability but do not have the 'Know-how' of its functionalities. The internet has made it possible for massive storage of every bit of information ever studied on the earth's surface over the cloud. Also, it has made a connection of people likely possible with a click of the Yes Button or Accepts Friend Button. Platforms of social networking are developed with each passing day that facilitates of upload of personal data and basic video communication. With the increased user connectivity, comes the danger of privacy of data and information over the online internet platforms. Therefore, this raises the question of the impact of technological advancements on the privacy of its users. In trying to answer this question, I will provide evidence to show that technology indeed through the internet and social media networking invades privacy. 
A human being is a social being. People want to socialize and get to know more about their environment and their counterparts. In so doing they created an online communication platform through which they can communicate freely at any time and despite the distance. Contrary to their social nature, they portray a great deal of privacy when it comes to information about ones themselves. The one thing that social media users do not have is control over personal data. According to the data by (Statista, Jan 2020), the number of active internet operators in the United States is 87% of the total United States population. These are distributed over different types of devices and online activities such as general internet users and social media users. All these social media users have to create an account that requires an input of personal data like name, phone number, and perhaps upload a personal picture. This information automatically goes to the company server where data traffic monitoring is done. What do these companies do with the data they receive? According to Agre and Rotenberg (1998), privacy refers to the ability to negotiate relationships through control of access to personal data and information. Social media and user privacy policies are interesting. Statistics indicate that over 3.6 billion people worldwide use social media. It is surprising how much information can be obtained from social media through content like videos, pictures, and written text shared across the platform. All information uploaded is stored by the respective database of the business owner and can be accessed by anyone with the right log-in credentials. The use of social media promotes over 80% of internet usage and most private data is accessed through these sites. Reports show that 84% of Facebook users have lost trust in the site and 66% of them have considered quitting and deleting their account profiles. Facebook has been exposing private user data to unauthorized access. Most social media users have no issue uploading private information online. Facebook data indicate that 89% of their users give true credentials and 61% upload the right pictures of themselves for identification (Jones et al, 2005). Data on social media is unchecked but constantly monitored for identity theft, sexual predators, stalking, employment frauds, employee tracking, and online victimizations.  
Social media sites like Instagram allow one user to easily pin the location of another. Advancement in technology has made it possible to relate pictures and video to known landmarks such as buildings, mains road streets, churches, schools, and hospitals, thereby making it easy for a third party to obtain information about the user's location. All pictures and videos have backgrounds that display any of these landmarks. Google has a database on every location on the surface of the earth and one can use the information on Google Maps to pin the image location on your picture. The writer says, "There is a program on Instagram called Creepy that can create a Google map showing all current locations based on pictures and videos shared on the site." The Creepy program on Instagram provided the writer with a map of his location from his activities on the site. And one could logically know where he lives. Such a program with access to Google maps can be used to gain user location on other social pages and sites such as Facebook, TikTok, and dating website. With the increasing demand for social status and relationships, the online dating industry has been overloaded with users. Privacy and safety of data have become a concern for dating site owners. It is nowadays difficult to distinguish between genuine date seekers from scams and sexual predators. It is paramount that they ensure data about the location of the user is secure from such scams and predators. Franken says in the article on online dating that one of the most private things about Americans is location. According to Rainy Reitman, a lot of sensitive information is entrusted to online dating sites and people do not know how much information they give when they upload photographs. Evidence from the first article indicates that Google maps can pinpoint any landmark on a photograph. Third-party access to a user's location may lead to criminal offenses like rape. For instance, the writer reports that a woman sued a dating company after she was assaulted by someone she met on the dating site Social media platforms such as Instagram and dating sites like Match.com are doing as much as they can to ensure data security for their users. These two articles on social media security threats have been analyzed from 'My Creepy Instagram Map Knows Where I Live' to 'Is Online Dating Safe.' 
Technology has advanced surveillance to a level in which digital platform users cannot realize they are being watched. For instance, with the developing pandemic and restriction of movements, people have migrated into digital video conferencing covering areas of education, business meetings, and political campaigns among others. Most common, surveillance cameras are found in almost all entry points of buildings, fields, and playgrounds, border entry points like ports, road traffic systems, Atm Machines, and parks among many other places. According to the government, they facilitate law and order and help in trafficking criminal activities. All machines operating under either artificial intelligence or the Internet of Things through the internet are prone to hacking. Anyone with malicious intentions can easily take control of the surveillance cameras and use them for their gain. Online cameras expose a lot of private information about students who take online classes. According to an article by Slobogin (2002), Zoom Cameras not only create discomfort to students but also expose the environment on the camera background. Zoom through their online cameras facilitate exposure of private data of students as the writer argues. Zoom argues that the essence of online cameras is to enable tutors to have control of their students, but the question most people raise is, how do we know how many people are valid learners because there is an option of being active while the camera is turned off. With the current trends in data theft and increased hacking levels, online platforms provide the best grounds for unauthorized access to data and information. Considering the current trends of media privacy policies, the writer's argument addresses the current issues. 
The internet has massive data and information about almost everyone on the earth's surface. Governments of all nations in the world have digital data for all their citizens. Starting from Hospital birth records and treatment, the education system, and the working class through the national identification card. It is almost zero that one will miss information about somebody when conducting an online search using a search engine in the right place and website. The world has become a global village, and at any instant, people are conversing using computers, phones, and tablets. Also, the IoT has enhanced control of machines, equipment, and building remotely with a tap on these devices, all of which are connected to the internet. As said earlier, any machine connected to the internet is prone to hacking. By definition, hacking refers to unauthorized access over a computer system network and gain control over it. In modern society, computers have become part and parcel of human life running everything from morning alarm, coffee making, driving to work, administration of business activities, and entertainment among others. Being a programable machine, the computers can be accessed and controlled by a hacker with the right coding skills and gain private information about a person's lifestyle. Most common is the case of impersonation through hacking of social media accounts. According to a study done by Zangerle and Specht (2014), powerful information diffusion channels like Facebook, Twitter, and Instagram have billions of users worldwide. This ability attracts cybercriminals who abuse the network of the account by spreading fake news and spam.  Hackers and malicious people also create fake accounts which they use for spreading rumors in the name of legit owners who react by either locking or deleting their accounts. Despite technology improving communication and making human life safe heaven, it has also availed plenty of data to be accessed by a third party with negative intentions. 
Many digital online platform companies have privacy policies that are updated now and then. The privacy policies help maintain the identity of the user secrete. The privacy policy is a binding legal document between the user and the owner and holds the owner liable for any loss and leak of data. Digital media platforms heavily rely on third-party software to offer data protection and ensure consumers have a rich experience. End-to-end restriction policies on data access have made possible the limitation of data theft over the usage of the internet (Griffin et al, p. 47-60). According to Kaspersky, the internet is secure and privacy can be achieved if users take care of their social media platforms and search engines. There are several ways in which the user can increase privacy and reduce theft over the internet and social media platforms. 
· Regularly checking and updating privacy policies
· Avoid storage of private personal data on public storage facilities.
· Ensure the messaging application software operates with end-to-end encryption. 
· Use secure and strong passwords and different in all areas they are required
· Keep the main messaging app like emails private from the ones used in social media accounts
· Review access permissions before agreeing to any browser extensions and mobile apps. 
Internet security and privacy of personal data can be achieved if proper measures are taken by both users and media site owners. But truth be told, the chances are minimal. s
Although all social media companies have privacy policies that operate in protecting the information of the users, one thing remains true in all of them, all the data is assumed to be securely saved on a digital data storage (cloud server). Besides, all security credentials are always backed up on personal emails which can be accessed whenever one forgets them, providing enough evidence that data privacy policies are unreliable. With the changes in technology into more complex and superior systems, with it comes more sophisticated forms of hacking. As discussed earlier in this essay, technology is good, and the fact is that it has brought better changes to human existence than harm. Contrary to the expectations of software developers, there will always be others with malicious intentions, some of them being owners, workers, and third parties outside the organization. The government is the largest organ that invades the personal space of its citizens through its data management and surveillance systems. The issue of privacy when it comes to technology is an unending discussion and the pieces of evidence provided in this essay are just a few. In brief conclusion, technology has made third party access to private data through digital surveillance using video cameras and hacking. 











Reference
Agre, Philip E., and Marc Rotenberg, eds. Technology and privacy: The new landscape. MIT Press, 1998.
Giffin, Daniel B., et al. "Hails: Protecting data privacy in untrusted web applications." Presented as part of the 10th {USENIX} Symposium on Operating Systems Design and Implementation ({OSDI} 12). 2012.
J. Clement. Statista: the United States digital population as of January 2020. (January 18, 2020). Accessed online on 11 December 2020 at https://www.statista.com/statistics/1044012/usa-digital-platform-audience/
Jones, Harvey, and José Hiram Soltren. "Facebook: Privacy threats." Project MAC: MIT Project on Mathematics and Computing 1.01 (2005): 2005.
Perekalin, A. Kaspersky Daily: tips to Improve Internet security. (2020). Accessed online on 11 December 2020 at https://www.kaspersky.com/blog/privacy-ten-tips-2018/23022/ 
Slobogin, Christopher. "Public Privacy: camera surveillance of public places and the right to anonymity." Miss. lJ 72 (2002): 213.
Zangerle, Eva, and Günther Specht. "Sorry, I have hacked" a classification of compromised twitter accounTwitteroceedings of the 29th annual ACM symposium on applied computing. 2014.
